City #1’s legal advisor interpretations of key provisions of SB 6002 

ALPRs Subject to Bill – Flock and Axon. If a device takes video and converts it to computer-readable license plate characters or associated metadata, or are indexed, made searchable, or analyzed by license plate number, or vehicle for the purpose of identifying, tracking, or reconstructing a vehicle’s location, the system is subject to the provisions of this bill. (Sec. 2(3) and (4)). For that reason, the ALPR function of Axon’s dashcams and/or BWCs is comparable to the Flock system for purposes of this bill’s obligations.

1) Authorized Uses Limited. ALPR data systems may only be searched for the following reasons—no other uses are authorized: (Sec. 3)
a. To compare ALPR data with data in the following limited databases: (Sec. 3(2)(a)(i))
i. Department of Licensing (state or federal);
ii. State Criminal Justice Information System (CJIS);
iii. FBI Kidnappings and Missing Persons Lists;
iv. National Center for Missing and Exploited Children List; and
v. Washington Missing Persons List.
b. Compare license plate numbers or vehicle characteristics upon an officer’s determination that the license plate numbers or vehicle characteristics are relevant to an investigation of a vehicle that is: (Sec. 3(2)(a)(ii))
i. Stolen;
ii. Associated with a missing or endangered person;
iii. Registered to an individual with an outstanding felony or gross misdemeanor warrant; or
iv. Related to or involved in a felony or gross misdemeanor.
c. Parking enforcement purposes identified in the bill. (Sec 3(2)(b))

2) ALPR Data Inadmissible, When. ALPR data is inadmissible in any court proceeding when ALPR data is obtained from a knowing violation of Sec. 3 of the bill (i.e. for a use other than those expressly identified above. (Sec. 6).

3) Register Existing or New ALPR Systems. The city must register its system with the state Attorney General’s Office, within 180 days of the governor signing the bill, on forms approved by the AGO. On this form, “the head of the agency” shall certify that the system meets all the requirements of ESSB 6002, and that the agency has a policy in effect governing its use and a documented training process for officers who will use it. (Sec 3(5))
a. The “head of the agency” is not defined. If “agency” refers to the City, the Mayor would be the head; if “agency” refers to the Police Department, the Police Chief would be the head. Clarification should, hopefully, be provided for on the AGO form once it’s developed or in a later administrative regulation (WAC). (Sec. 3(5)).
b. The bill says that “agencies may not use [ALPR] systems that have not been properly registered.” I interpret this to mean that if the City does not register its system within this 180 day time period, it cannot use the ALPR system after that date. (Sec. 3(5)). However, the bill does not prohibit existing use during this 180-day period. 

4) Provide AGO w/Updates of Policy Changes after 12/1/2026. After 12/1/2026, whenever an agency modifies or repeals any policies pertaining to use of ALPR systems, the agency shall submit within 60 days, notice of such action with copies of any relevant policies to the AGO. (Sec. 7(3)).

5) AGO Model Policy. By 7/1/2027, the AGO must develop and publish a model policy. (Sec. 7(1)).
a. By 12/31/2027, the AGO shall publish on its website a report on the requirements of Section 7 of the bill, including copies of model policies. (Sec. 7(4)).

6) Agencies Adopt Policies Consistent w/AGO Model by 12/1/2027. By 12/1/2027, LEO agencies must adopt a policy that is consistent with the AGO’s model policy and submit a copy of the LEO agency’s policy to the AGO. (Sec. 7(2)(a)).
a. If the LEO agency does not adopt a consistent policy, it must provide notice to the AGO stating the reasons for any departures and an explanation of how the LEO agency’s policy is consistent with the bill, and the LEO agency shall include a copy of its policy. (Sec. 7(2)(a)(i)).  

7) Publish Agency Policies and Provide AGO Link. Agencies that adopt policies required by Section 7 of the bill [i.e. any ALPR policy modified or repealed after 12/1/2026, and a policy consistent with the AGO model policy that is adopted by 12/1/2027] must publish the policies on the LEO agency’s website and submit a website link for those published policies with the AGO. (Sec. 7(5)).

8) Submit Annual Report by 12/1/2027. By 12/1/2027, LEO agencies MUST submit an annual report on its ALPR system practices and usage “to the appropriate committees of the legislature” and “conspicuously” post the same on the agency’s public website. (Sec. 7(2)(a)(ii)).
a. The “appropriate committees of the legislature” is not identified in the bill. I assume this will be known and identified by the AGO when it establishes its model policy by 7/1/2027. (Sec. 7(2)(a)(ii)).  
b. The annual report shall include:
i. The number of matches that resulted in traffic stops or arrests made w/assistance from ALPR systems and the number of subsequent prosecutions;
ii. The number of stolen vehicles and stolen license plates recovered due to use of the system;
iii. The number of preservation requests and disclosure orders received;
iv. The number of times ALPR data or audit trail data was shared with or accessed by another governmental entity and the identity of each of those governmental entities;
v. The number of times ALPR data was shared or accessed pursuant to a judicial warrant;
vi. Any changes in policy that affect data collection, retention period, access or sharing;
vii. Results from the agency’s internal audit of its ALPR system;
viii. The total annual number of ALPR system reads, searches that yielded results, and alerts; and
ix. The locations of cameras used as part of ALPR systems.
c. Because this section refers to an “annual” report, this annual report obligation is first due on or before 12/1/2027 and likely every year thereafter on or before December 1 of that year, but I would expect this obligation to be clarified in the AGO’s model policy.
d. The police department will likely want to discuss this annual reporting requirement in detail with Flock to determine what data can be tracked and collected through the Flock system, and what information the department will need to separately track once the bill takes effect

9) Additional Annual Audit by LEO Agency. LEO Agency shall conduct an internal audit at least 1 time each year to review: (Sec. 8(3)):
a. All access to and use of ALPR system as reflected in the audit trail data; and
b. The LEO agency’s compliance with the data retention, purging, and sharing requirements established under bill and agency policy

10) ALPR System Requirements. The following requirements apply to ALPR systems used by LEO agencies, and the police department will likely want to include these obligations and limitations in its contract with Flock:
a. ALPR system vendor must provide technical controls that prevent unauthorized data sharing, secondary transfer, or access by nonauthorized agencies, including federal civil immigration enforcement in compliance with bill. (Sec. 5(6))
b. ALPR system vendors are prohibited from selling, leasing, renting, or otherwise allowing access to ALPR data to any nonauthorized agency, person, or entity. (Sec. 5(7)).
c. ALPR system vendors are prohibited from making any changes to the ALPR system, including software updates, that may change sharing permissions, without the knowledge or explicit consent of the authorized Washington agency. Sec. 5((8))
d. ALPR system vendors must default any settings related to sharing to prevent any sharing of an agency’s data with any nonauthorized agency, person, or entity. Sec. 5(8)).

11) Reasonable Suspicion. The bill provides that a positive match through an ALPR system does not provide reasonable suspicion on its own—something more is needed. LEOs must develop independent reasonable suspicion for the stop or immediately confirm visually that the license plate on the vehicle matches the image of the plate displayed in the ALPR system and confirm by other means that the plate is in one of the databases specified in Sec. 3(2)(a) of the bill. (Sec. 3(6)).

12) Public Records Act and ALPR Data and Audit Trail Data Reports.
a. ALPR Data is Exempt from Disclosure. ALPR data itself is exempt from disclosure in response to Public Records Requests under Ch. 42.56 RCW. (Sec. 5(5)).
i. We’re still evaluating whether we can categorically withhold these records or if we must identify them on an exemption log.
b. ALPR Audit Trail Data Reports. ALPR Audit Trail Data Reports are subject to disclosure as they are not considered ALPR data themselves. (Sec. 2(2)).
i. Queries Retained Only for Audits. Data elements used to query the ALPR system and retained as “audit trail data” may be used solely for auditing and may not be searched, analyzed, compiled, or indexed for investigative purposes. Data elements that contain unique identifiers must be partially redacted in any public disclosure. (Sec. 8(2))

13) Court Order, Warrants, or Subpoenas. ALPR data is still subject to disclosure in accordance with a court order, warrant, or subpoena, so Flock must continue to preserve data when the police inform Flock of its receipt of a court order, warrant, or subpoena. That data must be preserved by Flock until the City complies with the terms of the court order, warrant, or subpoena.

14) Private ALPR Data only w/Warrant. Law enforcement may obtain privately held ALPR data only pursuant to a valid, court-issued, probable cause warrant. (Sec. 5(4)).

15) Retain for only 21 Days. ALPR data cannot be retained longer than 21 days, except for one of the stated exceptions noted below: (Sec. 4(1) – (5)).
a. When retained pursuant to a valid, court-issued, probable cause felony or gross misdemeanor warrant or subpoena, or court order; provided the data is deleted at the conclusion of the criminal or civil case, pursuant to applicable records retention schedules. Further, ALPR data may be shared in discovery under court rules.
b. When retained for purposes of parking enforcement; provided, data is deleted no later than 12 hours after final disposition of parking enforcement case, including applicable appeals process.
c. When retained for purposes of traffic studies, provided data is deleted no later than 30 days after collection;
d. When retained for purposes of enforcing commercial vehicle systems, provided data is deleted no later than 6 months after collection; and
e. When retained for one of the purposes identified in the paragraph above under “Authorized Uses Limited” for as long as such data is needed as evidence of specific unlawful conduct enumerated in that section.  

16) LEO Agency Must Maintain Audit Trail Data Documenting Access to ALPR System. Each agency operating an ALPR system MUST maintain audit trail data documenting all access to the system. The audit trail MUST be retained for 2 years and MUST include the following minimum information. The police department will want to amend the contract with Flock to add these requirements and obligations: (Sec. 8(1))
a. A record of each action in which ALPR data is accessed or searched that includes: (Sec. 8(1)(a))
i. Identity or username of the person who accessed or queried the system and the organization or entity with whom the person is affiliated;
ii. The date and time the ALPR data or ALPR system was accessed or searched;
iii. The data elements used to query the ALPR system;
iv. The specific purpose for accessing or querying the ALPR system, including the offense type for any criminal investigation;
v. The associated call for service or case number; and
vi. The location of the cameras that are part of the ALPR system accessed.
b. All records of actions in which ALPR data is exported, downloaded, or shared. (Sec. 8(1)(b))
c. Any audit trail data generated by or made available through a third-party vendor providing ALPR system services. (Sec. 8(1)(c))
d. LEO agencies MUST ensure that all such vendor audit trail data is downloaded or otherwise obtained and retained by the agency

17) Unlawful Purposes. The bill provides that the following actions are unlawful, which could give rise to civil liability and attorney’s fees as explained later.
a. It is unlawful for ALPR systems to be used: (Sec. 3)
i. For immigration investigation or enforcement in accordance with RCW 10.93.160; (Sec. 3(3))
ii. For any “protected health care services under Ch. 7.115 RCW”; and (Sec. 3(3))
1. “Protected health care services” is defined in RCW 7.115.010(4) as gender-affirming treatment and reproductive health care services that are lawful in WA;
2. “gender affirming treatment” is further defined by RCW 7.115.010(3) as services or products including: “evaluation and treatments for gender dysphoria, gender-affirming hormone therapy, and gender-affirming surgical procedures”;
3. “reproductive health care services” is further defined by RCW 7.115.010(5) as services related to: “the human reproductive system including, but not limited to, all services, care, and products relating to pregnancy, assisted reproduction, contraception, miscarriage management, or the termination of a pregnancy, including self-managed terminations.”
iii. To track or monitor activity protected by the state or federal constitutions (Sec. 3(3)).
b. It is unlawful to collect ALPR data “on the premises or immediate surroundings or access to or from facilities that provide protected health care, as described in Chapter 7.115 RCW, or at facilities conducting an immigration matter as defined in RCW 19.154.020, elementary and secondary schools, places of worship, courts, or foodbanks. (Sec. 3(4)(a))
i. “Facilities” is defined by the bill as only the building(s) used for the purpose described and any immediately adjacent parking lots that are primarily or exclusively used for that purpose. (Sec. 3(4)(b))
ii. The bill does not define the terms “immediate surroundings”, “immediately adjacent”, or “primarily or exclusively”, so the plain language of the terms and their dictionary definitions would typically apply
iii. “immediately” means “without interval of time” or “in direct connection or relation”.  IMMEDIATELY Definition & Meaning - Merriam-Webster
iv. “surrounding” means “the circumstances, conditions or objects by which one is surrounded”; “surround” means “to include on all sides, or to constitute part of the environment of, or to extend around the margin or edge of.” SURROUND Definition & Meaning - Merriam-Webster
v. “adjacent” means: “(a) having a common endpoint or border; (b) not distant: nearby; (c) immediately preceding or following with nothing similar intervening”.  ADJACENT Definition & Meaning - Merriam-Webster
vi. “primarily” means “for the most part: chiefly”
vii. “exclusively” means “single, sole; whole, undivided”
viii. “Immigration matter” is defined in RCW 19.154.020 as “any proceeding . . . affecting the immigrant, or citizenship status of any person arising under [federal law by any] entity or agency having jurisdiction….”
ix. Given both the definitions in the bill and the dictionary definitions of other terms, I interpret this provision to mean that we cannot place or operate ALPRs in an area that is either on the premises of any building or its attached parking lot, or in an area that records ingress/egress from that building, or in the areas that are directly around that building, if that building is used to provide gender affirming treatment, reproductive health care services, any action or proceeding concerning immigration, or is an elementary or secondary school, a place of worship, a court, or a foodbank.
c. It is unlawful to disclose, share, or permit access to ALPR data except as required in a judicial proceeding (Sec. 5(1)(a))
d. It is unlawful to provide any other entity—other than another state or local agency authorized to collect ALPR data—with direct access to the ALPR system. (Sec. 5(b))
e. A vendor providing ALPR system services may access the system solely to the extent necessary to fulfill agency-authorized purpose. (Sec. 5(1)(b))
f. It is unlawful for an agency to sell, lease, rent, or purchase ALPR data or audit trail data. (Sec. 5(3)).

18) Criminal Penalties. 
a. It is a gross misdemeanor to:  (Sec. 9)
i. Willfully and intentionally query, access, or use an ALPR system for a purpose not specifically authorized under the bill; or
ii. Willfully and intentionally retain, sell, share, permit access, or disseminate ALPR system data or audit trail data in violation of the bill.
b. Violating any other provision of the bill does not carry the risk of criminal penalties.

19) Civil Remedy. A person who is injured by any violation of the bill may sue to recover equitable, declaratory relief, or injunctive relief with respect to the violation; and recover all other appropriate relief, including monetary damages. The court may award to a person aggrieved by a violation of this bill who prevails in an action brought under the provisions of this bill their costs of the action, including reasonable attorneys’ fees.

